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|, who now has the |:|

desk in NE L. It stemmed from our conversation at a dinner

Q‘)ﬁf ... .21 00t 163
Tos: MrMEarmag pm Q : ( M o .

The attached was written by |

party given by the |:| wherein I referred to our then-completed

personnel security survey.

I think| idea deserves consideration, and I regret it

did not come to me in time for possible inclusion in the survey

report. On first reading I felt that implementing would throw too
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great a %ﬂ?&gxeon OSecurity... but more careful reading indicates
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that the compondht sscurity officer is charged with the job, This

makes considerable sense, and is, I gould guess, reasonable Romxm

ILLEGIB from the standpoints of available time and closeness to the

individuale > —/

Approved For Release 2004/10/27 : CIA-RDP67-00134R000200040029-3

25X1



ILLEGIB

ILLEGIB

N

¢ ﬁlgg fzilfnp]ﬁ}’ee resigns or separated to asEe
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Background of the Suggestion

The suggestion below is prompted by the recently announced defection to
‘the USSR of]| | who was formerly employed by NSA, It came to
ly attention irmediately after his defection that NSA was engaged in a crash
damage assessment in order to determine the extent and mature of the classi-
fied information which[____  |may have revealed to the USSR concerning
his job, even though he had been separated from NSA for a number of years
prior to his defection. One can not help but wonder about the accurgcy of
he damage assessment after sq mary years, and this suggests the desirability
NSA and more specifically this Agencyve“st bl:l.s jams 2 procedure at the
4%t record ke a general
lassified information which the emplo;yee's position(s) and Agency
friends 4nd colleagues gave him access.

I therefore, suggest that the Agency include as part of the processing-ou!
procedure(when an employee resigns or otherwise terminates his employment)

a debriefing by the security officer of his particular component with

gpecial emphasls on the classified 1nfoma,tlon the employee iag rleaiﬁ or

had, ccessto. This 1nterv1ew woulg coyer his specific afrE% 3
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oft supervisors Repexemehxufxkmsmxpeytats should be recorded 5 and in

the case of his final Agency position it is recommended that the names of

211 of his colleagues within his particular office be rmwmamlaryx noted.
Additionally I suggest that the debriefing include the names of his

close per gnal ffiends in the Agency and where appropriate the names of Agency
persone/?i his car pool, in his neighborhood, or with whom he associstes in
Agency-sponsored social or welfare activities.

s The information obtained during the debriefing (and regorded in a
memorandum or on a florm designed for this purpOSulwould fm¥¥ the basis for
any required investigation in the event a subsequent security question artses
after the individual has left Agency employment, Having such information
readily available would result in a sppedier and more accurate assessment
of potential damage to the national security should an ex~employee bmx
defect or otherwise become involved in a security case.
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TRANSMITTAL sLIP | ™", 17
TO:
ROOM DING

REMARKS:

This is the rough draft of my
suggestion on pre=departure damage
assessment for resigning or separated
employees., It needs a good deal of polfish
but I think this will give you the ided,
if you consider it worth pursuing.

Regzards.
FROM:
oM U
ROOM NO. BUILDING
6D30
FORM NO . REPLACES FORM 36-8 :
1 FEB 55 24] WHICH MAY BE USED. o)
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